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Method for Preventing Fraud in Coin-Operated or Banknote-Operated Vending 

Machines 

The present invention relates to a method for preventing fraud in coin-operated 
or banknote-operated vending machines, in particular vending machines dis- 
pensing goods or services, in which the sale transaction after inserting coins 
and/or banknotes is initiated when a sufficient credit value is reached and the 
said service is provided. 

With coin-operated and/or banknote-operated vending machines the dispensing 
of goods is normally initiated after insertion of the necessary payment, the valid- 
ity of the payment being checked in a checking device before the procedure to 
dispense the goods is initiated. In this connection, when money of different 
denominations is inserted the total value of the inserted money is also deter- 
mined and the procedure to dispense the goods is initiated only if the total 
value corresponds to the value of the goods to be dispensed. 



Known checking devices in general determine counterfeit money with a high 
degree of reliability if they are correspondingly sensitively adjusted. In this con- 
nection it may however happen that, depending on the adjusted sensitivity, ei- 
ther money that is in fact valid is rejected or counterfeit money is recognised as 
genuine. 

In the past it has been found that counterfeit money that is virtually indistin- 
guishable from genuine money and that can be detected only by extremely 
sensitively adjusted checking devices has been used with fraudulent intent. 
This then means that the checking devices that are normally used have to be 
replaced by new, extremely sensitively adjustable checking devices, wherein a 
high rejection rate also of genuine money has to be taken into account. 



It has been found that in attempts to commit fraud using counterfeit money, as 
a rule money of a certain value is used time and time again. It may therefore 
be assumed that an attempt to commit fraud exists if for successive payment 
transactions money of the same value is always used. 

It may furthermore be assumed that an attempt to commit fraud likewise exists 
if certain coin or banknote values are used in an excessive (abnormal) fre- 
quency. 

The object of the present invention is to detect attempts to commit fraud in 
coin-operated or banknote-operated vending machines, in particular vending 
machines dispensing goods or services, by counterfeit money that is used in 
successive sale transactions or numerical procedures, and to initiate measures 
to limit the damage and thereby make the operation of such vending machines 
more secure. 

This object is achieved according to the invention in that the coin or banknote 
denomination, i.e. the number type, is determined for each numerical proce- 
dure, wherein the number types or denomination types that were inserted to 
achieve a specified credit value are determined, that the said number types or 
denomination types are added in number type counters, that a signal is gener- 
ated when a preset limit criterion is reached, and that the signal is passed to a 
logic circuit and a time element is activated that prevents the operation of the 
vending machine for a specified duration. 

Advantageous modifications of the invention are disclosed in claims 2 and 3. 

A further object of the invention is achieved in that the coin or banknote de- 
nomination, i.e. the number type, is determined for each numerical procedure, 
wherein the types of coins or banknotes that were inserted to achieve a speci- 
fied credit value are determined, that the frequency with which identical coins or 
banknotes were inserted in a plurality of sale transactions is determined, that a 
signal is generated when a preset limit criterion is reached, and that the signal 
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is passed to a logic circuit and a time element is activated that prevents the op- 
eration of the vending machine for a specified duration. 

Further advantageous modifications of the invention are disclosed in 
5 claims 5 to 15. 

The advantages achieved with the invention consist in particular in the fact that, 
by determining the number type, i.e. by detecting which denominations of coins 
or banknotes were used for a sale transaction, or which coin or banknote val- 
10 ues were used excessively frequently, it can be detected whether an attempt to 

commit fraud exists. If so, measures to prevent fraud can then be initiated. 

These measures may consist in that first of all the vending machine or the 
payment acceptance device is rendered inoperative for a certain time, that a 
15 camera is activated that photographs the user of the vending machine, and that 

an "emergency notification" to the vending machine attendant is triggered by 
radio or GSM/telephone. 

The invention is described in more detail hereinafter. 

20 

In order to obtain a desired article from the vending machine, the user as a rule 
first of all selects the article and then inserts coins or banknotes (money) into 
the vending machine. The validity of the inserted money is then checked in a 
coin or banknote checking device. If the money is recognised as genuine, the 
25 individual values are added in order to determine whether the purchase price 

credit value K (purchase price) of the selected article is achieved. 

In addition the number type, i.e. the combination of the coin and/or banknote 
denominations used to reach the credit value K is determined. These number 
30 types are added up in number type counters Z so that it can be determined 

what number types were used. The following for example is understood as a 
number type: insertion of three 1 € coins, or insertion of two 1 € coins and two 
50 cent coins to achieve a credit value. 



In this way it can be determined whether the current number type ZA (n ) differs 
from the last used number type ZA (n .i). 

If the current number type corresponds to the last used number type, a number 
type counter Z is increased by the value 1 with each identical numerical proce- 
dure (sale transaction). 

If a number type is used that differs from the preceding number type, the 
counter first of all remains at the last value in order possibly to filter out an inter- 
rupted attempt at fraud. 

As long as the number type counter Z has an initial value that lies below a pre- 
adjustable limiting value Z x , the sale transaction is initiated when the purchase 
price of the selected article is reached and the article chosen by the user is dis- 
pensed. 

As soon as the number type counter Z reaches a preadjustable value Z x , it may 
be deduced from this that fraudulent numerical procedures are taking place. 

If for example the same number type ZA was used five times in succession, it 
may be assumed that there is an attempt to commit fraud. 
An attempt to commit fraud may likewise be assumed if for example in the last 
ten sales the preset limiting value of the coin selection of a coin M j max is 

reached. 

The initial values Z x of the number type counters Z are therefore compared with 
a limit criterion (par example the value five) and if the limit criterion is reached a 
fault signal F is generated. It is preferably envisaged that the limit criterion can 
be adjusted by the vending machine operator. 

A fault signal F is then generated that triggers the termination of the sale trans- 
action. 

For this purpose the fault signal F (detected attempt to commit fraud) is passed 
to an evaluation logic device. 

The evaluation logic device now triggers various sequences: first of all a time 
element T is activated that renders the payment acceptance device of the vend- 
ing machine inoperative for a certain time Tj n0 p so that no further attempts to 
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commit fraud can take place. It may in this connection be envisaged that only 
the acceptance of the payment having the value of the previously attempted 
fraud is prevented. It may preferably be envisaged that the time Tj n0 p for which 
the payment acceptance device is rendered inoperative can be adjusted. After 
5 expiry of the time Tj nop the money type counter Z (sale transaction counter) is 

reset to 0. 

It may if necessary also be envisaged that the time element T has an incre- 
mental function, whereby in the event of successive fault signals (attempts to 
10 commit fraud) the time is in each case extended until, after n attempts to com- 

mit fraud, the vending machine is rendered completely inoperative. 

The time element T may optionally also comprise a time function TF (P) whose 
behaviour (duration, nature and manner) can be characterised by parameters. 

15 

It may be envisaged that the evaluation logic device activates an alarm signal 
in the event of a fault (detected attempt to commit fraud). 
It may furthermore be envisaged that the evaluation logic device activates a 
photographic medium, preferably a digital camera, so that the user is photo- 
20 graphed. 



It may in addition be envisaged that the evaluation logic device triggers an 
emergency notification that is passed on by radio or GSM/telephone to a fault- 
clearance service, and if necessary to a vending machine attendant. 

25 

In a further modification of the invention it may be envisaged that the number 
type counter Z carries out a detailed evaluation so as to determine the fre- 
quency with which identical coins or banknotes were used for the numerical 
procedures. If the frequency exceeds a predetermined limit criterion, a fault 
30 signal F is likewise generated and the operation of the vending machine is pre- 

vented as described hereinbefore. 



In yet a further modification of the invention it may be envisaged that the time 
T v between two successive sale transactions is measured. With very short 
times, i.e. sale transactions immediately following one another, it may be as- 
sumed that an attempt to commit fraud exists. The time T v is therefore com- 
pared with a preset limiting value T V -v, and if T v is below this limiting value the 
fault signal F is generated and the operation of the vending machine is pre- 
vented as described hereinbefore. 

It may be envisaged that the sum T vs of the times T v for a plurality of successive 
sale transactions is determined and is compared to a limiting value (T max ) n . 
If the sum T vs lies below this limiting value, the fault signal F is generated and 
the operation of the vending machine is prevented as described hereinbefore. 
Preferably the limiting values (times T V -v and/or (T max )n ) can be adjusted by the 
vending machine operator (installer). It may however also be envisaged that 
the maximum limiting values are determined dynamically and independently. 
To this end the times T v are then considered for a number of sale transactions 
and an average "normal" time is determined. 

An incremental value A M, A T is added to this value and the resultant value is 
used as a theoretical limiting value Mi max or T max . In this connection Mj max de- 
notes the maximum number of coins M of each individual value within the unin- 
terruptedly slidly mean average considered last payment transactions and T max 
denotes the maximal permitted sum of the pause times T vs between the last 
sale transactions. 

The vending machines are normally provided with a refund button, whereby the 
previously inserted coin or banknote payment can be returned, though the 
originally inserted coins or banknotes are not always returned, but instead an 
equivalent amount corresponding to the inserted money is counted out from a 
separate source storage. In order to prevent "invalid" money first of all being 
inserted and valid money then being returned by means of the refund button, it 
may be envisaged that the number of successively executed refund procedures 
is counted. If the determined number exceeds a normal limiting value, which in 
turn may also preferably be adjusted by the vending machine operator/installer, 
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then the fault signal F is generated and the operation of the vending machine is 
prevented as described in more detail above. 

The sequence of the described method before is illustrated by way of example 
5 in three sequence plans, the program sequence plans being executed corre- 

sponding to DIN 66001, and is described in more detail hereinafter with the aid 
of the diagrams, in which: 

Diagram 1 is a flow diagram for the overall sequence, 
10 Diagram 2 is a flow diagram for the coin checking sequence, and 

Diagram 3 is a flow diagram for the time checking sequence. 

The overall sequence of the method for preventing the misuse of coin-operated 
or banknote-operated vending machines is illustrated in Diagram 1 . The func- 
15 tionality of the equipment is given with the starting point FD 1 .0. After insertion 

of an arbitrary number A v of coins or banknotes it is first of all checked whether 
the necessary credit K has been reached. 

If the credit is reached the pause time t P j between the end of the last numerical 
or credit procedure and the start of the next numerical or credit procedure is 

20 established and compared with an uninterruptedly determined value 2 (t pi ) n ob- 

tained from a number of various sale transaction procedures. 
The coins are then checked as regards their frequency of insertion and their 
value within the uninterruptedly considered last payment transactions. 
If the pause time t pi determined in the branching remains within the scope of the 

25 uninterruptedly calculated values between two sale transactions, and if at the 

same time it is determined that the sum total of the coins of the same values is 
less than a predetermined value, then the sale is authorised. 
If it is found in the determination that the pause times t pi between the sales are 
less than a predetermined limiting value resulting from the uninterrupted sum- 

30 mation of the pause times, then it is assumed that an attempt to commit fraud 

has been made and the vending machine is rendered inoperative for a certain 
time. 
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Likewise, if it is found that the number of identical coins M j exceeds a certain 
predetermined value, then again it is assumed that an attempt to commit fraud 
has-been made and the vending machine is rendered inoperative for a certain 
time. 

After the inoperative time Ti nop has expired the vending machine is automati- 
cally restored to operation. 

Diagram 2 shows the testing sequence of the method for determining the fre- 
quency of insertion of identical coins. 

The functionality of the equipment is given with the starting point FD 1.0. 
After inserting an arbitrary number A v of coins or banknotes it is first of all 
checked whether the necessary credit K has been reached! 
It is then checked how frequently the various types of coins M \ have been in- 
serted and whether the maximum number M i max of coins of each value is within 
the uninterruptedly considered last payment transactions. 
If the maximum predetermined number M j max of coins of the same value is ex- 
ceeded it is assumed that an attempt to commit fraud has been made and the 
vending machine is for example rendered inoperative for a specified time Tj nop , 
failing which the selected article is dispensed. 

Diagram 3 shows the testing sequence of the method for determining the per- 
mitted pause times between the pause times of the last sale transactions. The 
functionality of the equipment is given with the starting point FD 1.0. 
After inserting an arbitrary number A v of coins or banknotes it is first of all 
checked whether the necessary credit K has been reached. 
The pause time t pi between the current credit transaction and the preceding 
credit transaction is then determined and added to the uninterruptedly deter- 
mined and already stored sum of a specified number of pause times 
2 (tpi)n, and compared to the maximum preadjusted and permitted limiting value 

Tm ax- 
In this connection in each case a specified number of pause times t p j is sum- 
mated as in a shift register, and when a new pause time is determined the first 
measured pause time is discarded (first in - first out). 
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If the current sale transaction times are found to be substantially shortened 
over several sales, then it is assumed that an attempt to commit fraud has been 
made and for example the vending machine is rendered inoperative for a cer- 
tain time Tinop, failing which the selected article is dispensed. 
5 After the inoperative time has expired T eX pired the vending machine is independ- 

ently restored to operation. 
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Reference Numeral List: 

K = Credit, (sale price) 

Z = Number type counter 

A v = arbitrary Number of sale transactions 

ZA(n) = current number type 

Z(n-1) = last number type 

Z x = preadjustable limit value of the number type counter, 

F = Signal, fault signal 

T = Time element 

t P i = timing of pauses between successive sale transactions 

T v = Time between two successive sale transactions 

T v s = Sum of the times T v of several successive sale transactions 

T V -v = Preset time for successive sale transactions 

TF ( p)i =■ Time function of the time element T, preadjustable 

(Tmax)n = maximum value of the sale transactions T vs 

T expired = expired time 

T inop = inoperative time 

M, = Value of type of coin, banknote M1 , M2, ... Mi max 

M j max = Maximum limiting value of a type of coin/banknote 

AM = Incremental (factor)value of the number of a type of coin/banknote 

AT = Incremental (factor) value for the overall time £T V 



